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ABSTRACT

Unknown cryptographic communication protocols may have advantage of guaranteeing personal and data privacy, but when
used for malicious purposes, it is almost impossible to identify and respond to using existing network security equipment. In
particular, there is a limit to manually analyzing a huge amount of traffic in real time. Therefore, in this paper, we attempt
to identify packets of unknown cryptographic communication protocols and separate fields comprising a packet by using
machine learning techniques. Using sequential patterns analysis, hierarchical clustering, and Pearson’s correlation coefficient,
we found that the structure of packets can be automatically analyzed even for an unknown cryptographic communication
protocol.
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Table 1. Separation of Fields in Packets with
Sequential Pattern Analysis

# sequential pattern (SP) analysis

from prefixspan import PrefixSpan

ps = PrefixSpan(data)

ps.minlen = 2 # minimum size of array

b = ps.topk(100) # top 100

# put result of SP into 1-dimmensional array

s=[1

for i in range(len(b)):

for j in range(en(blill1])):

s.append(blill11[j]

# remove redundant value

list = []

for vin s:

if v not in list:

list.append(v)

print(list)

# save most-frequent index after searching
the value from previous step

point = []

index = [[] for i in range(len(list))]

for j in range(len(list)):

for i in range(len(data)):

for p in enumerate(datali)):

if(pl1] == list(j]):

index{j].append(p[0])
point.append(Counter(index[j].most_common(1)[0J[0D
# sort indices according to the size

point = sorted(point)
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